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Background and Key Changes

Effective 10/01/24, the BeWellnm ID User Interface (UI) will be updated

As part of ongoing improvements, including user experience, and security enhancements, this 

training and user guide provides information on these changes and what to expect.

Key changes include:

• Modernized user interface

• Streamlined screen flows

• Updated account and password recovery options

• Updated password requirements dependent on user type
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Changes to the Sign In With Your beWellnm ID Page

The following changes were made 

to the Sign In page:

• The language choice selection 

was moved to a dropdown 

menu; users can click the 

Globe icon on the top left to 

select their language

• The “Sign In” button was 

changed to Continue button; 

Users can click the Continue 

button to sign in

• The “Create beWellnm ID” and 

“Manage My beWellnm ID” 

updated from links to buttons

• A “Help Center” link was 

added to the bottom of the 

page

• An informational banner was 

added to the left side of the 

page

Old UI

New UI
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Changes to the Create beWellnm ID Page

The following changes were made to 

the Create beWellnm ID page:

• To simplify the UI, username and 

password guidelines were changed 

to hover over fields during text entry

• The “Language Preferences” 

section was moved to “Manage 

beWellnm ID”; Users can select 

their communication language in 

Manage My beWellnm ID

• The language choice selection was 

moved to a dropdown menu; users 

can click the Globe icon on the top 

left to select their language

• The “I Agree” and “Cancel” buttons 

were changed to “Continue” button; 

Users can click the Continue button 

to create their beWellnm ID

• Help Center was added to the 

bottom of the landing page

Old UI New UI
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Changes to the Manage Your beWellnm ID Page

The following changes were made to 

the Manage Your beWellnm ID page:

• The title was renamed to 

“Manage My beWellnm ID”

• The screen layout was changed 

to simplify the UI and improve 

navigation

• The “Profile Information” and 

“Contact Information” were 

moved to sections 

• Intuitive Account Settings were 

added for “Change Password”, 

“Change Notification 

Preferences” and 

“Communication Language”

Note: The option to “Add or Update 

Security Questions” is enabled in 

non-production for automation testing 

purposes. They will not be visible in 

production.

Old UI

New UI
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Changes to the Edit Profile ID Page

The following changes were made 

to Edit Profile Information in 

Manage beWellnm ID:

• Screen layout was changed to 

simplify the UI

• Clear instructions

Old UI

New UI
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Changes to the Edit Contact Information Page

The following changes were made 

to Edit Contact Information in 

Manage My beWellnm ID:

• Screen layout was changed to 

simplify the UI

• Clear instructions

NOTE:  In the event the user does 

not provide their phone number 

when they create their beWellnm 

ID, they will be able to add a 

phone number from “Edit Contact 

Information”

Old UI

New UI
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Changes to the Verify Phone Number Page

The following changes were made 

to Verify Phone Number in 

Manage My beWellnm ID:

• Screen layout was changed to 

simplify the UI

• Clear instructions
Old UI

New UI



© 2022 Optum, Inc. All rights reserved. 9

Changes to the Change Password Page

The following changes were made 

to Change Password in Manage 

My beWellnm ID:

• Screen layout was changed to 

simplify the UI

• Password guidelines were 

moved to hover over 

fields during text entry

• Clear instructions

Old UI New UI

Guidance that 

appears when 

text is entered



© 2022 Optum, Inc. All rights reserved. 10

Changes to the Notification Options Page

The following changes were made 

to Notification Options in Manage 

My beWellnm ID:

• Screen layout was changed to 

simplify the UI

• Clear instructions

Old UI

New UI
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Changes to the Communication Language Page

The following changes were made 

to Communication Language 

options in Manage My beWellnm 

ID:

• Screen layout was changed to 

simplify the UI

• Clear instructions

Old UI New UI
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Changes to the Forgot beWellnm ID Page

The following changes were made 

to the Forgot beWellnm ID 

management page:

• Screen layout was changed to 

simplify the UI

• Retrieve with Other 

Information link was changed 

to a button

• Clear instructions

Old UI

New UI
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Changes to the Forgot beWellnm ID Page, continued

The following changes were made 

to the Forgot beWellnm ID 

management page:

• Screen layout was changed to 

simplify the UI

• Options changed to provide 

buttons for available options

• Clear instructions

Old UI New UI
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Changes to the Forgot Password Page

The following changes were made 

to the Forgot Password page:

• Screen layout was changed to 

simplify the UI

• Clear instructions

Old UI
New UI
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Changes to the Forgot Password Page, continued

The following changes were made 

to the Forgot Password page:

• Screen layout was changed to 

simplify the UI

• Options changed to provide 

buttons for available options

• Clear instructions

Old UI New UI
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Changes to the Verify Your Identity Page

The following changes were made 

to the Forgot Password page:

• Screen layout was changed to 

simplify the UI

• Options changed to provide 

buttons for available options

• Clear instructions

Old UI New UI
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Changes to the Reset Password Page

The following changes were made 

to the Reset Password page:

• Screen layout was changed to 

simplify the UI

• Password Requirements were 

changed to hover over during 

text entry

• Clear instructions

Old UI

New UI
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Password Requirements

For All portals:

a. Password Complexity - User Accounts: Enforces minimum password complexity of case sensitive, and at least one (1) each of upper-case 

letters, lower-case letters, numbers, and special characters (password length specified for each portal listed below).

b. Enforces at least the following minimum password requirements for Users / Privileged Users / Processes [acting on behalf of a User] / ACA 

Consumer Accounts:

1. Minimum Password Age = specified for each portal listed on next page

2. Maximum Password Age = specified for each portal listed on next page

3. Minimum Password Length = specified for each portal listed on next page

c. Enforces at least four (4) changed characters or as determined by the information system (where possible) when new passwords are created.

d. Stores and transmits only cryptographically protected passwords.

e. Required for Cloud environment and applicable for NMHIX: Prohibit password reuse for 24 generations
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Password Requirements, continued

Individual Portal:

Enforces at least the following 

minimum password 

requirements for Users / 

Privileged Users / Processes 

[acting on behalf of a User] / 

ACA Consumer Accounts

• Minimum Password Age:

• 1 day

• Maximum Password Age:

• 430 days (1 year + 3 

months)

• Minimum Password Length: 

• 8 characters

Assister

Enforces at least the following 

minimum password 

requirements for Users / 

Privileged Users / Processes 

[acting on behalf of a User] / 

ACA Consumer Accounts

• Minimum Password Age:

• 1 day

• Maximum Password Age:

• 60 days

• Minimum Password Length:

• 15 characters

Broker

Enforces at least the following 

minimum password 

requirements for Users / 

Privileged Users / Processes 

[acting on behalf of a User] / 

ACA Consumer Accounts

• Minimum Password Age:

• 1 day

• Maximum Password Age:

• 60 days

• Minimum Password Length:

• 15 characters

Agent

Enforces at least the following 

minimum password 

requirements for Users / 

Privileged Users / Processes 

[acting on behalf of a User] / 

ACA Consumer Accounts

• Minimum Password Age:

• 1 day

• Maximum Password Age:

• 60 days

• Minimum Password Length: 

• 15 characters
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Password Errors

Password Reuse Error Condition

When a user tries to enter a password that has already been 

used, the user receives an error as shown:

Password Not Meeting the Requirements 

When a user tries to enter a password that doesn’t meet the 

password requirements, the user receives an error as shown:
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Help Center
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Q&A
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